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ABSTRACT
Big data analytics are gaining popularity in medical engineering and healthcare use cases.
Stakeholders are finding big data analytics reduce medical costs and personalise medical serv-
ices for each individual patient. Big data analytics can be used in large-scale genetics studies,
public health, personalised and precision medicine, new drug development, etc. The introduc-
tion of the types, sources, and features of big data in healthcare as well as the applications and
benefits of big data and big data analytics in healthcare is key to understanding healthcare big
data and will be discussed in this article. Major methods, platforms and tools of big data ana-
lytics in medical engineering and healthcare are also presented. Advances and technology pro-
gress of big data analytics in healthcare are introduced, which includes artificial intelligence (AI)
with big data, infrastructure and cloud computing, advanced computation and data processing,
privacy and cybersecurity, health economic outcomes and technology management, and smart
healthcare with sensing, wearable devices and Internet of things (IoT). Current challenges of
dealing with big data and big data analytics in medical engineering and healthcare as well as
future work are also presented.
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1. Introduction

The infrastructure of digital health data and electronic
health records (EHR) has been used in achieving pub-
lic health goals such as health-related research, health-
care delivery, population health surveillance and
personal health management. Teleradiology and tele-
medicine systems facilitate healthcare delivery to both
rural and urban patients alike. Personal health man-
agement can be supported by apps like Apple Health.
Big data technologies have the potential to fulfil these
goals and deliver quality services [1]. Personalised pre-
dictive analytics is an emerging method of healthcare
delivery that relies on the similarity of patients; when
a new patient needs treatment, similar patients are
found from historical databases, insights are drawn
from their records and personalised predictions are
performed. For example, this method has been used
in drug recommendation systems, identifying risk fac-
tors for similar patients, predicting heart failure
according to telemonitoring data and fulfilling person-
alised medical treatment [2].

Diseases and medical treatments often depend on
multiple genetic variables, environmental conditions

and other physical factors, such as gender, clinical
data, exercise regimen, etc. Personalised medicine can-
not discover everything explicitly through clinical tri-
als. Researchers may use advanced algorithms to
analyse big health data and identify the patterns or
trends of diseases. This is called black-box medicine
that can drastically spread personalised medicine with
huge benefits [3]. Refined EHR systems will be needed
to better apply big data to clinical settings. EHR sys-
tems in the future should comprise “genomic medicine
clinical decision support” for implementing personalised
medicine and point-of-care treatment. Clinical decision
support is required to help interpret genetic variations
and their applications to a specific disease or medicine
for an individual patient. It facilitates point-of-care
analysis for a patient’s genetic profile, such as whole-
genome sequencing [4]. Precision medicine focuses on
characteristics of individuals that include environmental,
-omics (i.e., genomic, metabolomic, proteomics, etc.),
social, phenotypic and psychological elements. It is
resource-dependent, patient-centred and information-
intensive. Its starting point is the information gained
from whole genome sequencing and big data analytics
can facilitate precision medicine [5].
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Artificial intelligence (AI) has been used for image
analysis in dermatology, pathology and radiology with
good accuracy and fast diagnostic speed. AI helps
decrease medical errors, recommend precision thera-
pies for complex diseases, optimise the care proce-
dures of chronic illnesses and increase patient
enrolment into clinical trials [6]. Unsupervised/super-
vised learning and reinforcement learning are machine
learning methods. Unsupervised learning identifies
hidden structures in unlabelled data. Supervised learn-
ing uses labelled data for training, creates a model
and classifies new observations based on the model.
Reinforcement learning uses a feedback mechanism to
maximise the cumulative reward and improve results
[7]. Text mining has been used in various industries,
such as biomedical industry, but there are few applica-
tions in retail pharmacy demand planning although
inaccurate prediction in retail pharmacy often happens
[8]. Three technical (3 T) branches – intelligent agents,
machine learning, and text mining – have been contri-
buting to healthcare (see Table 1 [9]).

Both healthcare information from providers and
identities of consumers need verification for every
access. Data encryption is an effective approach to
keeping sensitive data from unauthorised access, pro-
tecting data ownership throughout its lifecycle and
avoiding exposure to breach [10]. Protecting genomics
big data and IoT has become more and more import-
ant. Clinical sequencing needs to follow strict regula-
tions mainly because of the Health Insurance
Portability and Accounting Act (HIPAA). Before preva-
lent implementation of cloud-based clinical sequenc-
ing, data security in clouds needs to be ensured. This
should be built on a secure and resilient Internet of
Living Things (IoLT) infrastructure with guaranteed
confidentiality, integrity and availability (CIA) [11].
Ethical implications have been concerned when
healthcare disciplines (e.g., nursing) struggle over
questions of informed consent, data ownership, priv-
acy, etc. Big data analytics is expected to disclose
unforeseen connections among data points and pre-
dict future health behaviour [12].

The purpose of this article is to introduce the meth-
ods and technology intelligence, platforms and tools,
advances and technology progress, and various chal-
lenges of big data analytics in healthcare. The organ-
isation of this article is as follows: the next section
introduces the types, sources and features of health-
care big data; Section 3 deals with the applications
and benefits of big data and big data analytics in
healthcare; Section 4 presents the methods, technol-
ogy intelligence, platforms, and tools of big data ana-
lytics in healthcare; Section 5 introduces the advances
and technology progress of big data analytics in
healthcare; Section 6 discusses the challenges or bar-
riers of big data and big data analytics applications in
healthcare; and the final section is the conclusion and
future work.

2. Healthcare big data

Healthcare data include [13–18]: 1) genomic data
(genotyping, gene expression and DNA sequence); 2)
clinical data, such as blood pressure, temperature,
heart rate, etc.; 3) human-generated data, such as
physicians’ email, notes and paper files; 4) machine-
generated data (from various medical sensors, home
monitoring, smart devices and telehealth); 5) biometric
data (fingerprints, signatures, iris scans, etc.); 6) admin-
istrative, transaction and business data (healthcare
insurance claims as well as related billing, financial
data and scheduling); 7) Web and social media data;
8) publications (health reference materials and clinical
research reports); and 9) other important data such as
patient feedback and adverse events.

Biomedical big data (MBD) have gained substantial
attention because 1) health data need the treatment
and protection of big data technologies due to their
sensitivity and implicit vulnerability; 2) there is consid-
erable potential to improve diagnosis, foster medical
treatment and prevent diseases [19]. Electronic med-
ical records (EMR) can be big data with large volumes
of datasets and variety in formats (structured, semi-
structured and unstructured), which brings up

Table 1. 3 T applications in healthcare.
Technology Main characteristics Impact Application

Text mining Information representation and
retrieval from text
(unstructured data)

Advance diversity in
biomedical research

Knowledge management and discovery,
biomedical research

Machine learning Learning from known facts and
predict unknown facts

Strengthen medical signal/image
processing systems, diagnosis
systems/prognosis methods and
robotic surgery systems

Prognosis, diagnosis, surgery, drug discovery/
development, signal processing and
medical imaging

Intelligent agent Intelligent proactivity, autonomy
flexibility

Effective scheduling, automatic
management and efficient
decision- making

Healthcare data management, resource
allocation and planning, action
synchronisation, decision support system
and pervasive healthcare
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challenges of how to transform unstructured healthcare
data into knowledge and benefits for patients [20].
Healthcare big data are in various formats (tables, csv,
flat files, etc.) and from external sources (such as labo-
ratories and insurance companies) or internal sources
(EMR, clinical decision support systems, etc.) [21].

Main sources of healthcare big data are from payers
and providers and include medical images, EMR,
claims and pharmacy records, etc. Data analytics will
keep expanding from -omics (e.g., genomic, prote-
omic, epigenomic and metabolomic data). EMR only
accounts for a small part of medical data; genomics
produces double the amount; and patient-created
sources, such as Internet activities, sensors and smart-
phones generate the largest volume of MBD [22]. In
addition, Spatial big data have been utilised for epi-
demiological analysis. Spatial big data are huge in vol-
ume, velocity and variety of sources as well as
additional geographic information that is precise spa-
tial information [23].

-Omics are becoming big data-driven with various
kinds of biological data including organomics, interac-
tomics, genomics, cellomics, proteomics, in vitro,
in vivo imaging, etc. Systems medicine (SM), a new
methodology of medicine, has been created. SM
visions a systemic view of the organism with various
building elements that interplay and forms complex
networks. Integrative multi-omics methods present a
more comprehensive solution because various layers
of disease-related data are analysed together. Some
multilayer integrative methods, e.g., iCluster and mul-
tiple dataset integration (MDI) are used for several
kinds of datasets; while others like CNAmet and
Camelot are used for a specific combination of -omics
[24]. A type of big data in life science is generated by
the high throughput molecular assay. Microarray is a
subset of such technology that has introduced life sci-
ence to large data with high volume as well as high
velocity and high variety. It studies the expression of
messenger RNA (mRNA) of genes and its applications
include exploring impacts of genetic mutations or
medications on gene expression, monitoring cell
growth under various conditions, etc. [25].

3. Applications and benefits of big data
analytics in medical engineering
and healthcare

Big data analytics has the potential in the following
aspects: 1) prediction of disease outbreaks – continu-
ous aggregation and analysis of public health data
facilitate detecting and managing possible outbreaks
of diseases, such as flu [13]; 2) pharmaceuticals and
medicine – integration of various data from clinical
service, patents and public research facilitates new
drug discovery [26]; 3) personalised and precisive
patient care – big data-derived linkages help prompt
updates of patient triage, diagnostic assistance and
clinical guidelines to provide more personalised and
precise treatment [16]; 4) tele-diagnosis and e-consult-
ation – real-time tele-diagnosis and e-consultation of
Electrocardiography (ECG) and images are feasible. Big
data analytics can predict many deaths [27].

Big data technologies have been used in tracking
patient mobility and sentiment, monitoring adverse
medical events, performing disease surveillance, etc.
They are being expected to improve the identification
of adverse effects of drugs according to research data
and patients’ information online, post-exposure symp-
toms on Facebook, Twitter or in health forums. Data
mining of texts (unstructured data) from health data
streams helps discover associations between specific
drugs and adverse events efficiently [28]. The com-
plexity of healthcare data is generally revealed in clin-
ical trial data submissions, radiology images,
population data, genomic data, financial and oper-
ational data, etc. Big data analytics can be used in
handling these data, which is shown in Table 2 [29].

High-throughput “-omics” techniques bring new
energy to diagnostics and provide comprehensive
data resources from macro (e.g., phenomics) to micro
(e.g., genomics). Big data methods for biomarker
development and diagnostic medicine have been
used in early detection of complex chronic diseases. In
some situations, this helps deeply understand the
molecular pathogenesis of diseases [30]. For precision
medicine, specific accuracy is expected towards
aspects, for example, disease markers, drug targets,

Table 2. Big data applications in healthcare services.
Healthcare services Big Data applications in healthcare

Evidence-based medicine Aggregate and analyse various structured and unstructured data; predict outcomes for patients at risk.
Analysis of patients’ profiles Recognise patients who benefit from lifestyle changes or preventive care.
Devices/remote monitors Collect huge amounts of fast-moving data from in-home or in-hospital devices and perform real-time analysis.
Public health Target vaccines, predict patients at risk, prevent crises and provide services for populations.
Genomic analytics Conduct genomic analysis, which should also be part of regular healthcare decision process and patient

medical records.
R&D Perform clinical trial design, reduce trials and failures, target drugs and devices, speed new treatments to

market, find out adverse effects before products reach the market, etc.
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etc. Evaluating the synergy of multiple attributes/varia-
bles (multiple dimensions) is often a challenge. Big
data technologies can facilitate precision medicine
because they permit many attributes and a high vol-
ume of data collected from individuals, analyse the
data (multiple dimensions) efficiently and provide pre-
cise treatment recommendations or accurate risk pre-
diction [31].

Real-time data captured from ICU monitors and
other equipment are often in large volume; big data
analytics can handle the voluminous healthcare data
in real-time; and life-threatening infections or disease
can be quickly identified [32]. Phenotyping methods
based on clinical databases have been used in analy-
sing sleep architecture, sleep apnoea and insomnia.
Clinical polysomnography (PSG) databases are valuable
sources of big data analytics that brings extraordinary
insights in sleep medicine [33]. Internet search
engines, such as Google generate growing and huge
body of “big data”. Google search data have been
used to analyse and predict new HIV diagnoses cases
in the United States [34].

Big data analytics of large EMR or claims data has
been a research area for comparative effectiveness.
But there are no outcome measures in the research
area. Necessary Clinical Adjustments (NCAs) that are
aggregate changes of medications in response to clin-
ical needs can be used as a proxy or surrogate out-
come for clinical effectiveness. In addition, NCAs have
the potential to act as outcome measures across mul-
tiple therapeutic areas. Big data can be applied in sup-
porting formulary submissions and verifying claims
during the pharmaceutical approval process.
Outcomes like NCAs are required for assessing costs,
side effects, comparative benefits and reasons for dis-
continuation [35].

Big data-driven healthcare research has the poten-
tial in therapeutics, epidemiology and genetics from
basic analytics (e.g., deciding disease incidences for a
given population) to complicated research (such as
large-scale genetics studies and effectiveness of new
drugs). The advantage of big data for prevalent dis-
eases lies in: the larger the dataset, the more likely
research results or findings are close to the actual
population [36]. Public health is involved with large
datasets and variables from different sources. It will
benefit from big data analytics and data visualisation.
Data visualisation methods enable more open-ended
and data-driven research; they can be used in big
data-driven epidemiologic research [37].

Many benefits have been brought to healthcare
due to big data and major benefits include: realistic

clinical trial testing outcomes or conclusions obtained
from a specific drug for a disease, timely forecast of
disease epidemics, efficient planning to avoid prevent-
able deaths, precise or accurate diagnosis, quick dis-
covery of the cures and root-causes of many diseases
(such as age-related diseases and various cancers),
right decisions on treatment and individualised medi-
cine prescriptions, etc. [38]. Surgical oncology has
gained benefits from big data for improving precision
medicine and personalised medicine has expanded
beyond cancer [4].

4. Methods, platforms and tools for big data
analytics in medical engineering
and healthcare

Distributed file systems, parallel file systems and clus-
ter file systems support big data analytics. Cloud com-
puting, graphics processing unit (GPU) computing,
cluster computing, etc., can be used in big data proc-
essing. Cloud computing improves the storage and
analysis of big data. As for cluster computing, the data
parallel approach and the parallelisation paradigm
that subdivide the data to analyse among almost inde-
pendent processes are generally appropriate for big
data analysis. High-performance computing (HPC) is
the forefront of accelerated data analytics and acceler-
ator devices such as GPUs often offer cost-effective
solutions, which makes GPU computing facilitate
big data analysis [39]. Data science in biology
requires advanced computational methods and high-
performance infrastructures including CPU clusters,
clouds, GPUs, field programmable gate arrays (FPGAs),
etc. Most HPC methods require users to have an
understanding in parallel computing and work
abstraction at a lower level than big data analytics.
Next-generation sequencing (NGS) research will tran-
scend from labs to healthcare applications; therefore,
efficient distributed and parallel implementation of
time-consuming NGS algorithms on advanced compu-
tational infrastructures is very important. Big data ana-
lytics has the potential in meeting requirements and
addressing challenges in this area [40].

Big data and cloud computing can work together.
Managing big data in the cloud based on the distrib-
uted storage technology is very efficient. Wearable
devices and sensors on patients with chronic diseases
generate big data that are transmitted in real-time via
networks to a cloud server for analysis [41]. e-Health
cloud stores and manages large volumes of health
data across multiple healthcare providers, which facili-
tates storing and sharing healthcare big data.
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Authentication is critical for the privacy and security of
health data. Three-factor authentication with the com-
bination of mobile device, password and biometrics,
such as fingerprint helps guarantee health data secur-
ity [42]. 3D medical images with a large size are often
not efficient in storage and display. Transmission of
these kinds of images often needs efficient compres-
sion, complex network protocols and effective security
techniques. Therefore, the ubiquitous access to med-
ical data is important for diagnosis and treatment.
Image processing based on clouds is adaptive and
dynamic. Wireless and mobile techniques facilitate
cloud-based services with resource elasticity, cost-sav-
ing, especially for the image processing of healthcare
big data [43].

Batch processing, micro-batch processing, and
stream processing are three main methods in data
processing. Batch processing is used to handle large
sets of static data collected over previous time periods
while micro-batch processing treats stream data as
sequences of smaller data blocks. Stream processing
deals with massive sequences of unlimited data that
are continuously generated [44]. In-database analytics
provides data analysis within a data warehouse, high-
speed parallel processing towards big data analytics,
and a secure ecosystem for an enterprise with confi-
dential information. This supports preventative health-
care services and improves pharmaceutical
management, but in-database analytics is based on
the data that are neither in real-time nor current and
the analytics is, therefore, probably a static prediction
[45]. Big data streaming computing (BDSC) processes
high throughput distributed data, offers real-time
computation with massively parallel processing and
delivers quality healthcare services due to real-time or
near real-time decision-making [46].

Personalised medicine is generally based on the
combination of clinical data and “-omics” data and
needs multi-disciplinary research including data mod-
els and query languages for big biomedical data with
heterogeneity, data structures and indexing structures

for biomedical science, distributed and parallel (bio-
)computing, etc. Big medical data mining, evidence-
based medicine, natural language processing (NLP) in
social media for healthcare, etc., are promising areas
of big data and personalised medicine [47].
Personalised mobile big data (MBD) offers significant
benefits to the healthcare industry. MBD generated
from sensors and smart devices provide patients new
information about themselves, therefor, potentially
resulting in improved personal engagement in health-
care. The growth of MBD may contribute to improved
healthcare practices and decision-making processes.
MBD mining helps improve treatment paths for dis-
eases and facilitates fast recovery by a good under-
standing of practices [48].

Genomic big data sets are usually noisy, incom-
plete, and inconsistent and there is correlation among
their features. Clustering high-dimensional genomic
big data (e.g., hundreds of features) is a big challenge.
Traditional clustering approaches cannot achieve
desired results due to the data space with inherent
sparsity. Ensemble clustering based on k-means and
similarity-based clustering is more effective in the clus-
ter analysis of high-dimensional complex data com-
pared with traditional clustering algorithms [49].
Traditional machine learning and data mining meth-
ods have limitation in dealing with big data. Deep
learning has the capability of analysing and learning
directly from massive raw data that are not labelled
and categorised; it has been expected to be a valuable
method for big data analytics [50].

A framework for analysing raw or original data was
presented, which includes the following steps: cleans-
ing/ETL, data joining, feature extraction, modelling and
prediction (clustering, classification, etc.), result visual-
isation, interpretation and reporting [51]. Table 3 [52]
outlines the steps of big data-driven predictive analytics
for implementing population health management.

Healthcare big data can be processed through dis-
tributed processing (executing across multiple cluster
nodes). Big data analytics in healthcare can also be

Table 3. Steps of health predictive analytics.
Steps Description

Aggregation of datasets Data from multiple sources (e.g., laboratory data, genetic data, claims data, medical and
medication records and other EHR information) are integrated into a unified dataset at the
patient level.

Identification of study samples and definition of
predictors and the outcome

Observations and variables of interest for a certain study are chosen.

Dimension reduction A method for reducing data dimensionality is performed.
Random split of data samples The dataset is randomly divided into training, validation and test sets
Training and model building The training set is used to build models through a training process.
Validation and model selection The validation set is used for calculating the performance of all models after training and a final

model is chosen.
Testing and final model evaluation The test set evaluates the performance of the finally chosen model.
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performed using open source platforms, for example,
Hadoop and MapReduce [21]. Hadoop has been used
to store distributed databases, but when combined
with the continuous streams of heath monitoring
data, the capability of iterative and low-latency com-
putation is required. This often relies on advanced
models of data caching and in-memory computa-
tion [53].

Storm, Flink and Spark Streaming are major plat-
forms (open sources) for the distributed stream data
processing. Storm and Flink are up to 15 times higher
in the efficiency of throughput than Spark Streaming
that is micro-batch processing. Storm is better than
the others in the throughput efficiency; however,
Spark Streaming is robust in the failures of nodes and
can provide a recovery without any losses [54]. Stream
big data in real time can be obtained through Apache
Spark if integrated with Apache Kafka. Apache Spark
keeps a distributed framework that can be used for
processing big data while Kafka is a distributed mes-
saging system that is appropriate for both offline and
online message consumption. Stream data generated
from monitoring devices pass through a Kafka produ-
cer and then the producer delivers the data to the
Kafka cluster where messages are saved in chunks.
The Kafka consumer (integrated with Spark) consumes
the data from the Kafka server and handles it. Spark
works with Kafka consumer APIs to consume stream
data using the Direct approach or the Receiver-based
approach [55]. In addition, massive on-line analysis
(MOA) is a framework that is used for mining stream
data. It contains offline and online collections for clas-
sification and clustering as well as evaluation tools. It
can be used to perform regression, classification, clus-
tering, frequent pattern mining and frequent graph
mining [56].

In healthcare, big data tools and platforms are
mainly used for 1) data processing and computation
(such as MapReduce and HDFS); 2) visualisation
(FusionCharts, In-fogram, Tableau, etc.); and 3) man-
agement (e.g., Pentaho Data Integration and Big Data
Appliance). Big data tools and platforms, such as

HBase, MapReduce, Mahout, PIG, Avro, Cassandra,
Oozie have been used in handling data with huge vol-
umes and various structures (structured, unstructured
and semi-structured). All the tools and platforms sup-
port Hadoop (a distributed platform) [9]. Platforms
and tools have been developed for big data analytics
and some of them are shown in Table 4 [57].

Some tools and packages for big data visualisation
have been developed. For visualisation packages of R,
igraph and ggplot2 provide general plot functions and
specific plot functions for network. R also provides
wrappers for most visualisation software, such as
RCircos for Circos, RGraphViz for GraphViz and
RCytoscape for Cytoscape. Tableau is a good choice
for common visualisation that does not need program-
ming skills. Circos has become a standard for visualis-
ing genome chromosomes. GraphViz can layout big
network with massive numbers of edges and nodes.
Cytoscape saves the network layout and provides rich
visualisation styles. Gephi is a java-based application
and can create hierarchical and dynamic network
graphs [58].

5. Advances of big data analytics in medical
engineering and healthcare

5.1. Artificial intelligence with big data

Machine learning, such as deep learning can be used
in comparing new patients with large population to
support risk assessment, treatment and other clinical
decisions. It has also been applied in elucidating pos-
sible biomarkers for mental disorders. Big data ana-
lytics and machine learning offer a basis for risk
stratification in psychiatry. Risk stratification decides a
patient’s risk under a condition and requirement for
preventative interventions. A hopeful clinical applica-
tion of big data analytics and machine learning is
treating patients with major depressive disorder
(MDD) [59]. Healthcare data are often heterogeneous,
noisy and stored in multiple databases. Advances in
big data technologies help to store, manage and mine
huge structured or semi-structured healthcare data.

Table 4. Some big data analytics platforms.
Platform Advantages Limitations

Apache Hadoop (MapReduce) Free and open-source, fault-tolerant, horizontally
scalable, developed for commodity-
grade hardware

Not always appropriate for real-time or online
analytics, very effective for batch-
mode processing

Apache Spark Streaming Integration with the Hadoop stack, permitting
both online and batch-mode analysis

Relies on expensive hardware with big volumes
of RAM for efficiency

IBM InfoSphere Platform Integration with open-source tools (e.g.,
Hadoop); comprising purpose-built tools for
stream data processing

Commercial licencing

Tableau, QlikView, TIBCO Spotfire and other
visual analytics tools

Visualising complex and large datasets Usually incomplete solutions, using additional
tools for effective data storage
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A 30-day readmission risk prediction model was devel-
oped for heart failure patients based on the EMR and
deep learning [60]. Kidney stone (KS) disease has
increasing and high occurrence in the USA. A big data
method that merges clinical, demographic, laboratory
information and vital signs was tested to infer and val-
idate a personalised diagnostic acute care algorithm
for KS (DACA-KS). Multiple information domains with
several thousands of variables were analysed using a
group of machine learning and statistical models with
feature selectors [61].

A big data neural network toolkit named bigNN
(open source) has been developed for supporting big
data analytics and classifying huge volumes of bio-
medical texts by permitting users to configure various
internal variables of both the neural network model
and Apache Spark. It is a highly robust and customis-
able framework, has the potential to perform mining
big data such as scientific papers, and fulfil a near
real-time classification of newly published papers [62].
Big data in biomedical areas help early detection of
diseases, patient treatment and community healthcare
services; but the accuracy of data analytics decreases
if medical data quality is not good such as incomplete
data or missing data. A latent factor model was used
for reconstructing missing values and experiment was
conducted on a regional chronic disease of cerebral
infarction. In addition, a multimodal algorithm for pre-
dicting disease risk was developed based on the con-
volutional neural network (CNN) using structured as
well as unstructured data from hospitals [63].

Big data analytics can be used in disclosing disease
mechanism, stratifying patients, guiding treatment and
disease subtyping, etc. Dimension reduction and data
mining with heterogeneity are challenges of big data
analytics. A Cascade Propagation (CasP) subtyping
method based on immune signalling was developed,
which permits integrating various types of data and
recognising patients with clinically relevant subtypes
of head and neck squamous cell carcinoma (HNSCC)
[64]. Traditional outlier detection algorithms do not
work well in handling big healthcare data with a high
dimension and a large scale. Pruning-based k-Nearest
Neighbour (PB-kNN) was proposed for effectual outlier
detection. PB-kNN uses the case classification quality
character (CCQC) as an assessment model for medical
quality and employs the algorithm of the attribute
overlapping rate (AOR) for dimension reduction and
data classification. PB-kNN works better than the local
outlier factor (LOF) and k-nearest neighbour according
to efficiency and accuracy [65].

A system of big data applications was developed
for emotion-aware healthcare (BDAEH), which deals
with both the emotion computing and the logic rea-
soning. 5 G technologies and the software defined net-
work (SDN) were used in the BDAHE system for better
exploitation in resource and better overall network
performance. Functions of the BDAEH system include
healthcare data capture, transmission, storage, analysis
and human-machine interaction. Specifically, the sys-
tem captures users’ vital physical signals through devi-
ces with sensors, transmits healthcare data via 5G
network, sends the data to a data centre via the SDN,
stores and analyses it on the cloud platform, and dis-
plays analysis results to remote doctors or users [66].

5.2. Infrastructure and cloud computing with
big data

Building a cyberinfrastructure that enables housing
healthcare data and combining in-hospitals legacy sys-
tems has been an objective for improved data opera-
tions, e.g., data capture, analytics and visualisation.
This infrastructure should be distributed and based on
clouds with the features of scalability and elasticity.
However, distributed structures are easily subject to
cyberattacks; therefore, vulnerability management is
very important [67]. A cyber-physical system that is
called Health-CPS was proposed for patient-centric
healthcare applications and services based on big data
analytics and cloud. With the help of Health-CPS, per-
sonalised applications are developed to deal with
healthcare challenges, such as patients’ passive partici-
pation, information island and centralised resources.
There are three layers in this system including the
data capture layer with a unified standard, the data
management layer for parallel computing and distrib-
uted storage, and the data-oriented service layer [68].

Raw e-Health data are generally not appropriate for
big data analytics immediately. A clinical workflow is
often required that includes data collection, integra-
tion and parsing, and data storage in a NoSQL data-
base for the coming big data analytics. An
architecture based on the cloud has been built to per-
form a workflow that motivates e-Health big data with
the form of human-readable information towards a
big data integration process, allowing interactions
among clinical personnel, devices and the cloud sys-
tem [69]. The processing of heterogeneous datasets
(e.g., medical imaging, genetic data and other health-
care data) was performed using open-science proto-
cols, automated and semi-automated classification
techniques, and distributed cloud services [70].
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Human-computer interaction based on cloud com-
puting and big data analytics, application of virtual
reality (VR) and augmented reality (AR) in the IoT (e.g.,
smart home), creating health application systems with
integrated health resources and based on advanced
technologies (such as clouds, health IoT, intelligent
terminals and big data), etc. have become important
research topics [71]. Mobile cloud computing (MCC)
offers benefits to many sectors, such as the cloud-
healthcare systems. The cloudlet can be thought as a
closer cloud with many capabilities and advantages to
avoid some limitations of distant cloud. A Cloudlet-
based MCC infrastructure for big data applications in
healthcare was presented [72].

A system named “aging in place” has been used in
several high-income countries to offer cost-effective
healthcare with better coordination for elderly people
and facilitate community- or home-based care. Using
cloud computing to provide personalised healthcare
everywhere and cost-efficient care as part of “aging in
place” is a big data issue. Using big data on the web
to enhance “aging in place” needs various health data
through the integration of public and clinical health
information systems [73]. A bioinformatics workflow
system named Closha was developed for the analysis
of large-scale genomic data based on the cloud.
Closha allows users to conduct both traditional ana-
lysis and MapReduce-based big data analysis. The ana-
lytics algorithms can be performed in parallel
computation. Galaxy pipelines can also be import into
Closha [74].

5.3. Advanced computation and data processing

Traditional data mining algorithms are not developed
for a distributed and parallel computation environ-
ment; therefore, they cannot handle big data.
MapReduce based on Hadoop does not fit iterative
processes well. A data structure with the resilient dis-
tributed dataset (RDD) that is a read-only partitioned
group of records (distributed across cluster nodes) has
been proposed. It is not easy to partition a task in
independent subtasks, each one with a subset of the
data to use the computing power of a cluster of serv-
ers in parallel. This challenge has been tackled by
MapReduce and RDD-based parallel algorithms in
which communication costs and load balancing are
considered [75].

NoSQL databases have the consistency, availability
and partitioning (CAP) characteristics while relational
databases, such as online transaction processing
(OLTP) have the ACID (atomicity, consistency, isolation

and durability) features. The analysis of business
requirements in EHR, data and transaction integration,
distributed and parallel data processing, etc. are chal-
lenges of EHR applications. A detailed routeing pattern
and architectural design patterns for integrating EHR
data were presented based on distributed applica-
tions, which improves the scalability of parallel proc-
essing in the distributed environment. The developed
architecture on OLTP achieves the CAP theorem as
well as ACID features [76].

The quantum computational theory and quantum-
inspired evolutionary algorithm (QEA) have gain sub-
stantial attention. QEA uses the Q-bit as a probabilistic
representation instead of numeric, binary or symbolic
representation. It has better characteristics of popula-
tion diversity than any other representations as well as
classical evolutionary algorithms (EA) and has demon-
strated its good performance and remarkable superior-
ity [77]. QEA can enhance big data analytics, AI and
their applications in medical science and healthcare.

Besides batch processing, micro-batch processing
and real-time processing, the hybrid processing
method is sometimes used for big data processing.
For stream big data with high volume, high velocity
and high variety (complex in data types and formats),
methods for real-time processing the data have been
developed; however, the existing methods are far
from enough in real-time applications, such as IoT and
intelligent transport systems [44]. Fuzzy sets that can
quantify and represent aspects of uncertainty have
been used in big data. Fuzzy set techniques can per-
form data cleaning and improve data quality by recre-
ating problems or pre-processing data at a granular
level, which alleviates challenges of big data in ver-
acity [78].

Original individual datasets are often integrated
into a huge stratified dataset, which is known as pool-
ing. For big data, individual datasets are often too
large to make pooling impractical while using data
summaries is easier. Analysing data summaries rather
than pooling the data from different datasets or
resources is a good option in some situations. Many
meta-analysis methods have been developed to use
summary information that is available from the litera-
ture or researchers. For example, meta-analysis has
been shown in the literature of the Genome wide
association studies (GWAS) and data summaries have
been used for pooling results [79].

Personalised medicine and precision medicine deal
with individual patient’s characteristics that include
molecular and behavioural biomarkers rather than the
average features of the population. There has been
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much enthusiasm about solutions based on machine
learning and “big data”; however, very limited exam-
ples have an impact on clinical practice due to: 1) dif-
ficulty to explain the prediction of complex models, 2)
inadequate performance of predictive models and 3)
lack of validation through prospective clinical trials
[80]. Personalised medicine is based on not only gen-
ome science and genomics, but also other kinds of
biomedical big data because of progressively large
and available EMR repositories. Clinical data for per-
sonalising risk stratification in the intensive care unit
(ICU) was studied. Two results were obtained: 1) when
the data with fewer samples but more similar patients
are employed for training a predictive model, perform-
ance is initially improved because of the increased
homogeneity of training data but is subsequently
decreased because of a small sample size; 2) if a sub-
set data from similar patients rather than a big and
heterogeneous population is used as the training data,
the performance of predicting mortality at the patient
level can be improved [81]. The second result is prob-
ably not able to be generalised and needs more ana-
lysis examples and computation to validate it because
data with diversity and balanced data generally
improve the predicting result at the patient level.

5.4. Software platforms and tools

Hadoop is a processing platform for big data process-
ing; however, Hadoop distributed file system (HDFS) is
weak in storing numerous small files. Storing many
small files increases the entire colony load and
decreases efficiency. Clinical data and genomic data
are often stored as small files. Small files are generally
merged and stored as a big file. A method was pro-
posed for merging small files according to the balance
of data blocks, which improves the distribution of big
file volumes, reduces data blocks of HDFS, decreases
the memory overhead of major nodes of clusters and
reduces the load for high-efficiency data processing
[82]. The possibilities of building a flexible and private
cluster based on hardware using open sources were
investigated, which focussed on the R-package parallel
based on SparkR and the message passing interface
(MPI) because R language is good for data analytics,
such as biomedical data analysis [83].

A pipeline was developed and tested for healthcare
image data, such as functional magnetic resonance
imaging (fMRI) based on the big data Spark/PySpark
platform on a single node. It allows to load and read
image data, convert this data to RDD to manipulate
and perform in-memory data processing in parallel,

and convert a final result into a file with an imaging
format. fMRI is a technology of disclosing brain activity
through measuring associated changes in blood flow.
The pipeline can expand to multiple nodes and HPC
clusters for data analytics on datasets with a huge vol-
ume [84].

A framework for personal healthcare was devel-
oped. It is a generic architecture and has the capabil-
ity of both real-time and batch-oriented computing;
messages with multiple stream features can be con-
structed by Apache Kafka’s producers, processed by
Storm, and stored in a distributed NoSQL Cassandra
system. This framework and workflow can be used in
healthcare systems for analytics, prediction and recom-
mendation. Some advanced data analytics methods
for information retrieval from big data are available,
such as time series data mining, clinical prediction
model and visual analytics for big data [85]. A toolkit
for analysis was developed based on open-source
modules, which helps the exploration of datasets in
healthcare. A Python-based framework was used to
analyse data from the Centre for Medicare and
Medicaid Services. The components related to big
data arena in healthcare include Scikit-Learn, Python
Pandas and Matplotlib. Results were obtained using
Pandas, XGBOOST and other visualisation techniques.
This methodology works well on interactively explor-
ing, analysing, interpreting and visualising large data-
sets [51].

5.5. Sensing, wearable devices, IoT and
smart healthcare

Medical body area networks (MBANs) continuously
monitor the patient’s condition via sensors and trans-
mit captured data such as heart rate, body tempera-
ture, blood pressure, respiratory rate, ECG, blood
glucose and oxygen saturation. Very secure and
remarkably intelligent ICT (information and communi-
cations technology) infrastructure is needed for analy-
sing and managing huge real-time data of MBANs
from many patients [86]. The body area network has
been accepted as a medium to access, monitor and
evaluate the real-time health status of a patient for its
computing intensiveness. Streaming data collected
from sensors are transmitted to a mobile device and
backend data centre for real-time processing, which is
called wearable computing [87]. Wireless body area
network (WBAN) is the wireless network with wearable
computing devices that remotely monitors the status
of a patient. The sensing data are often big data with
variety in data types and large volume [88].
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The progress of wireless sensors and wearable tech-
nology has enabled monitoring a patient’s multiple
vital signs anywhere and anytime. When multiple vital
sign data build up for an extended period from a
huge number of patients, they may become big data.
A prognostic model named ViSiBiD can accurately dis-
cover dangerous clinical events of a patient under
home-monitoring based on the knowledge learned
from patterns of multiple vital signs of many similar
patients. Early prediction for clinical abnormality can
be enhanced through 1) efficient smart feature extrac-
tion using a mix of Pearson’s correlation coefficients,
wavelet transform and short-length statistics in all vital
signs; 2) performing various data mining methods,
e.g., random forest (RF), J48 Decision Tree (J48) and
sequential minimal optimisation (SMO) [89].

Intel has initiated a programme named “A-wear”
that is about a wearable-to-analytics device and inte-
grates big data analytics with wearable devices. Apple
is trying to perform the analysis of glucose levels
through tears and developing sensor-laden medical
devices for monitoring blood through the skin. Google
is targeting diagnosing cancers, impending strokes or
heart attacks, etc. Samsung has a joint effort with
healthcare professionals at University of California, San
Francisco to step up the validation and commercialisa-
tion of newly developed sensors, algorithms and
digital healthcare technologies. These initiatives have
brought up competition in the market of healthcare-
wearable devices as well as technology innovations
that energise the sensing and wearable industry [90].

A scheme for healthcare was presented based on
energy harvesting analysis for the sensors of health
monitoring and the implementation of big data ana-
lytics in healthcare. The scheme includes three-layers:
data generation and energy harvesting, data pre-proc-
essing, and data processing and applications. It
emphasised the effectiveness of healthcare IoT with
energy harvesting and consistent datasets were used
on the Hadoop server for the validation of the scheme
according to threshold limit values (TLVs) [91].

IoT devices are often heterogeneous in data for-
mats, communication protocols and other related
technologies; therefore, interoperability is a challeng-
ing task for developers of IoT systems. A semantic
interoperability model for big data in IoT was devel-
oped for the delivery of semantic interoperability
among heterogeneous healthcare IoT devices. The
model was used for the recommendation of medicines
with side-effects for various symptoms identified
according to the data from heterogeneous IoT sensors
[92]. A general architecture for healthcare IoT systems

(Health-IoT) was proposed. Table 5 [93] shows the
general architectural elements required for the Health-
IoT that includes three main components: 1) body
area sensor network; 2) Internet-connected smart gate-
ways (also called Fog layer, or a local access network);
and 3) cloud and big data support. Big data analytics
and IoT are supporting technologies for the next gen-
eration of mobile health (mHealth) and electronic
health (eHealth) [93].

Wearable devices and IoT result in personalised
healthcare with increased healthcare access and cus-
tomisation. Wearable biosensors facilitate individual-
ised mHealth and eHealth, which helps healthcare
providers deliver individualised and cost-effective serv-
ices easily [93]. Smart health covers a group of ICT
technologies such as sensing technology, IoT, cloud
computing, etc. A semantic big data platform to inte-
grate heterogeneous wearable healthcare datasets was
developed, which focuses on wearable computing sys-
tems to continuously monitor patients’ health [94]. A
mHealth cloud software system based on smart cloth-
ing was proposed and its functional components are
shown in Table 6 [95].

5.6. Privacy and cybersecurity in healthcare

Healthcare involves dealing with large volumes of dis-
parity medical data, reducing insurance claim time,
protecting health data against cybercrime and

Table 5. Architectural elements of a healthcare IoT system.
Layers Functions

Device layer Sleep monitoring, vital signs, environmental information,
fall detection and activities

Fog layer Protocol conversion, local notification, data preprocessing,
data filtering and mining

Cloud layer Medical care-givers interface, data storage, data analytics,
decision making

Table 6. A smart clothing based mobile health cloud soft-
ware system.
Components Functions

Smart clothing
software

� Parameter configuration & initialisation
� Acquisition of physiological signals
� Wireless communications
� Interconnection with peripheral micro devices
� Event reminder such as heartbeat signals in screen

or LED
Mobile apps of

smart phone
� Remote configuration for parameters of

smart clothing
� Acquisition of body signals
� Physiological data display in real-time
� Query of historical data
� Reminder of abnormal vital signs

Health cloud
software

� Management of health cloud resources
� Cloud-assisted service for personalised health
� Big data processing in healthcare
� Data visualisation for the users of mobile clouds
� Security & privacy preservation for health clouds
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delivering health solutions and services. Blockchains
are characterised as data backup, parallel and distrib-
uted computing, protection of privacy and data, etc.
Leveraging blockchains to create a trustful collabor-
ation ecosystem with secure data sharing can provide
personal healthcare with high quality [96]. EHRs gener-
ally include privacy-sensitive information, which brings
about possible privacy problems when the information
is shared with or released to a third-party in the cloud.
Most available privacy-preserving techniques are tail-
ored to small-scale datasets and are not suitable to
handle big data. A proximity privacy model that allows
multiple sensitive attributes and semantic proximity of
sensitive values was presented and the problem of
local recoding was modelled as a proximity-aware
clustering issue. Algorithms were developed with
MapReduce for high scalability through conducting
data-parallel computation in the cloud [97].

A privacy-protecting, lightweight and fog-assisted
information sharing scheme was developed for MBD.
Fog computing was implemented in an e-healthcare
system for performing a pre-processing of raw health-
care data and an efficient healthcare data analytics. At
the same time, a hierarchical attribute-based encryp-
tion algorithm was implemented through encrypting
the profile and healthcare data with various access
policies for privacy protection. The scheme can attain
fine-grained healthcare data sharing with privacy pro-
tection [98]. Telemedicine is based on telecommunica-
tion and evaluates, diagnoses and treats patients. MBD
in clouds provide the convenience of data sharing,
but privacy and MBD security is a challenge. Securing
private healthcare data in the cloud was studied using
fog computing. A protocol of tri-party one-round
authenticated key agreement was presented based on
the bilinear pairing cryptography. The private health-
care data can be stored and accessed securely
through using a decoy technique [99].

The Centre for Medicare Services (CMS) can provide
access to healthcare big data to help identify health-
care frauds. The bump hunting method has been used
to find the spaces of higher modes and masses based
on the patient rule induction method (PRIM) for detect-
ing peak anomalies in the dataset CMS2014. Anomalies
due to frauds in legal medical practice can be detected
or valuable insights can be gained from the CMS data-
set based on the methods [100]. A method of know-
ledge discovery from the data generated by the
devices of point of care (POC) was presented. The ID
information of the POC generated data is protected,
which protects the rights and anonymity of individuals
while permitting crucial evidence to be captured at the

population level. The method has been implemented in
a big data analysis system by applying IoT enabled
POC devices. The data are captured, stored and ana-
lysed in a real-time or batch mode to present a
detailed healthcare system picture and find populations
at high risk and their locations [101].

5.7. Health economic outcomes and technology
management in healthcare

Big data helps decrease clinical and health economic
uncertainty at the individual patient level. Health eco-
nomic outcomes research (HEOR) requires accommo-
dating individual patient-level analysis. A concept
called “precision HEOR” was presented, which consid-
ers the combination of costs and outcomes based on
big data to perform healthcare decision-making that is
tailored to specific individuals or patient groups.
Precision HEOR needs to make precision medicine
more practicable through assisting or adapting
resource allocation in healthcare. Precision HEOR and
precision medicine are expected to offer the best
healthcare while costs are still manageable or inexpen-
sive [102].

Practice-based view (PBV) has been developed and
used to present in-depth insights to healthcare practi-
tioners on how IT tools facilitate clinical practices,
which is expected to provide a complete picture of
how big data analytics offers business values [103]. A
big data analytics-enabled business value (BDAE-BV)
model was presented to deal with how the capabilities
of big data analytics could be acquired and what
potential profits could be gained in the healthcare
business through the capabilities. The basis of the
BDA-BV model includes two components: capability
building view and resource-based theory (RBT) [104].
Two algorithms for adaptive crowdsourcing in 60-GHz
medical imaging platforms for big data have been pre-
sented: 1) the algorithm of stochastic decision-making
for distributed power-and-latency-aware dynamic buf-
fer management in healthcare devices; 2) the algo-
rithm of max-weight scheduling for medical cloud
platforms that implements a joint queue-backlog and
rate-aware scheduling decision to match medical users
and the deployed access points [105].

6. Challenges of big data and big data
analytics in medical engineering
and healthcare

There are challenges of big data and big data analytics
in healthcare that include [13,27,50,106–108]: 1) data
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with huge volume, high dimension or variety in the
format; 2) imbalanced data, data with noise, and data
in poor quality and trustworthiness (veracity problem);
3) consolidating and processing segmented or silo
data due to healthcare providers (specifically hospi-
tals); 4) aggregating and analysing unstructured data
or semi-structured data; 5) indexing and processing
continuous stream data, especially fast moving stream
data; 6) computationally intensive tasks in analysing
genomic data; 7) visualisation for big data; 8) data
ownership, data governance, privacy and cybersecur-
ity. Many healthcare providers are not willing to share
their data due to competition in the market even if
the patient privacy is protected. It is often difficult to
keep a suitable balance between protecting patient
information and maintaining the data usability or data
integrity. Open access, standardisation and the inte-
gration of useable and readable data are challenges
[106]. Examples of privacy challenges [109] are specif-
ically listed as follows:

� Security problems, such as hacking and other
unauthorised access.

� Various datasets that were not previously consid-
ered as privacy implications are mixed or merged,
which possibly threatens privacy.

� Combining datasets without any analysis due to
current limited capability of analysis could lead to
privacy breaches in the future.

� When data are captured autonomously and inde-
pendent of human activity, ethical concerns
are raised.

Important EHRs may be distributed among several
computing systems or servers. Storing EHRs in several
data warehouses is more efficient for data mining.
Privacy protection of data mining is critical for big
data in EHRs, which is often a cybersecurity issue of
data mining from distributed and heterogeneous sour-
ces [110]. Data cubes have been used for efficient big
data analytics, which has the potential for the analysis
of EMR. Privacy protection of EMR data cubes should
be considered for the safety of data analytics without
privacy breaches [111]. In most situations, data ana-
lysis results need to be relinked to the patient identity
for prognosis, diagnosis or treatment planning.
Therefore, clinical data cannot be completely and irre-
versibly anonymised before leaving its hospital and
complicated pseudo-anonymisation procedures are
often demanded to guarantee a certain k-anonymity
that is ethically and legally acceptable. However, if the
data are used as a part of big data and combined

with or relinked to other data (especially from social
networks or other public websites), the k-anonymity
will decrease significantly and risk will be brought up.
It is necessary to develop effective algorithms to avoid
such data combination when the reduced k-anonymity
is below an acceptable level [112].

There are some challenges in EHR management.
Medical data transfers from one country to another
country are difficult. If a patient owns his/her medical
data, some of obstacles can be overcome. Allowing
patients to own and control their data is particularly
important for cross-border healthcare in Europe where
healthcare is very fragmented. Healthcare data, such
as the EHR in various languages and time-consuming
searches or identification are also barriers. In addition,
patients’ records are sometimes computationally opa-
que, e.g., free text, medical images or recorded
speech. It is necessary to transform them into a format
that is compatible with computational analysis [113].

Healthcare big data should be from individual clin-
ical data to achieve valuable health knowledge. EMR
can be utilised to integrate research into healthcare.
There is often obvious contradiction between person-
alised medicine (individual-focussed) and big data
(formed from population). However, it is impossible
for big data to attain its full potential if it cannot be
employed to improve individual patients’ health.
Therefore, there often need to be continuous interac-
tions between individual patient’s data (small data)
and big data, an individual patient and a population,
and clinical research and medical care. The interac-
tions are often challenging processes [114].

Deep learning models for big data generally rely on
HPC architectures, such as GPUs and CPU clusters.
More large-scale deep learning models are needed for
big data analytics. There are often many redundant
data, inaccurate data, incomplete data, even noise in
big data. Data with low quality affect the veracity of
big data, which has become a challenge for big data
feature learning. Most deep learning models do not
allow for low quality data [115]. To develop a clinically
useful prediction model is often a challenge. A pre-
dictive model should be continuously updated, well-
calibrated and delivered at the individual level with
enough time for early and effective intervention by
clinicians. Chronic diseases generally progress slowly
over a long time. Modelling the continuous nature of
chronic diseases and progression over time is a chal-
lenge due to irregular or incomplete data and the het-
erogeneity in patient comorbidities and medication
[116]. Various data types, such as molecular, -omics,
imaging, physiology, and clinical should be
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incorporated together for predictive models. The
orthogonal property of molecular assays does not per-
mit a smooth analysis with clinical data. Therefore, a
separate analysis is initially conducted and then an
integration is performed. This is time-consuming and
hides the holistic view of the data at one place. Cloud
and Web can play an important role in managing
huge genomic data and mobile computing can help
access the data, which also increases privacy con-
cerns [117].

Medical images show private personal information
and they are generally not openly available.
Diagnostic imaging can exploit the potential of big
data analytics for decision making; however, there are
barriers in data curation and data sharing [118]. Some
challenges of medical image processing are summar-
ised in Table 7 [119]. It has been a challenge for bio-
logical and medical imaging researchers to develop
sensing technology that enables track cellular commu-
nications over a large range of spatiotemporal scales.
In medical image computing, data-driven methods,
such as deep learning often work well. However, they
possibly lead to some challenges. Sometimes, they are
not robust to new examples and data are not easily
generalisable [120]. In order to participate in health-
related big data research in an authentic and coherent
way, systematically considering its legal, ethical and
social implications is important although there are
challenges [121]. Algorithmic bias is also a concern. It
has been shown that an algorithm that is widely used
in health systems exhibits racial bias [116]. When deal-
ing with big data, these challenges will be more
severe. There is much work to do before big data ana-
lytics overcomes the challenges.

7. Conclusion and future work

Big data analytics has been used in public health,
personalised and precision medicine, real-time tele-
diagnosis and e-consultation, etc. Cloud computing
and HPC facilitate big data analysis. Big data analytics

in medical engineering and healthcare can be fulfilled
based on open source platforms or tools, such as
Hadoop. Flink, Storm and Spark Streaming have been
important platforms for distributed stream-processing.
Deep learning has been used in modelling diseases
and predicting risk. Quantum computation and QEA
are expected to greatly enhance big data analytics in
medical science and healthcare.

Sensors have been widely used in collecting patient
data. Health status signs, such as body temperature,
respiratory and heart rate, blood pressure, cardiovas-
cular status and glucose data can be consistently col-
lected by various sensors. MBANs and wearable
biosensors facilitate individualised eHealth and
mHealth; big data analytics and IoT are expected to
be important supporting technologies for the next
generation of eHealth and mHealth. Big data analytics
in healthcare relies on a solid infrastructure that is dis-
tributed and based on clouds and other advanced
technologies, such as IoT, houses huge data, enables
integrating health resources and in-hospitals legacy
systems, maintains privacy-protection and cybersecur-
ity. Blockchains help provide personal healthcare with
high quality through creating a trustful collaboration
ecosystem with secure data sharing.

General difficulties of big data are challenging in
healthcare and are related to high volume, variety, vel-
ocity (steam data), veracity, visualisation, privacy,
cybersecurity, etc. In addition, major challenges of big
data and big data analytics in healthcare specifically
lie in: consolidating and processing segmented or silo
data due to healthcare providers; data mining from
distributed and heterogeneous health sources; cross-
border healthcare and EHR/EMR management due to
different countries, languages and culture; and contra-
diction between big data (formed from population)
and personalised medicine (individual-focussed), there-
fore, continuous interactions between big data and
small data of individual patients.

Future research topics of big data analytics in med-
ical engineering and healthcare are: aggregating and

Table 7. Challenges in medical image analysis.
Challenges Description

Validation Evaluating the accuracy or performance of a method or system. Validation may be subjective or
objective. For the later, annotated information is often demanded.

Data integration/mining Identifying patterns/dependencies among multi-modal data or data collected at various time to
improve overall system performance and diagnosis accuracy.

Pre-processing Removing noise/artefacts, dealing with missing values, and adjusting contrasts improve image
quality. Using multi-modal data is beneficial for this.

Segmentation Delineation of anatomical structures, e.g., bones and vessels.
Compression Performing data reduction while keeping important data, for example, anatomically relevant data.
Registration/mapping Aligning consecutive frames/slices from one scan or corresponding images from various modalities.
Real-time realisation/ parallelisation Creating parallel methods to enhance processing and analysis.
Sharing, anonymisation and security Protection of privacy, confidentiality and data integrity.
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analysing unstructured or semi-structured healthcare
data, indexing and processing stream data in real-
time, mining high-speed stream data and sensor data,
adapting deep learning to stream data, privacy-pre-
serving data mining, data mining of disparate big
data, big data visualisation, cloud computing and big
data analytics, real-time processing of complicated
data (heterogeneous, inconsistent and incomplete),
and confluences among big data analytics, HPC, het-
erogeneous computing (HC) and deep learning for
heterogeneous big data.
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